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And the main advantage of STEM education for schoolchildren and students is their
preparation for real life. At the last World Economic Forum in Davos, one of the central topics was
the dramatic change in the labour market. About 60% of current human professions can be replaced
by robots, which is a huge challenge for humanity. And the STEM approach allows children to
develop flexibility and critical, practical thinking. The ability to learn and embrace change comes to
the fore, rather than the knowledge itself, which is now becoming outdated at an incredible rate.
This gives parent’s confidence in the future of their children, because after using STEM teaching,
children will have a deep understanding of how to live in today's dynamic and frantic world.
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ANALYSIS OF THE PRINCIPLES OF PROTECTION OF CONFIDENTIAL
AND PRIVATE INFORMATION TO ENSURE THE SECURITY
OF ORGANIZATIONS AND PEOPLE

Lubko D., di75ma@gmail.com, Meleshko A., Meleshko.alexandr.d@gmail.com
Dmytro Motornyi Tavria State Agrotechnological University

Data protection is a set of methods and tools that ensure the integrity, confidentiality and
availability of information in the face of natural or artificial threats, the implementation of which
may cause damage to the owners and users of information.

The basic principles of information and data protection include [1-5]:

1. Network segmentation. Dividing the network into segments helps limit the spread of
possible threats, thus preserving important resources and private data.

2. Protection against intrusions. Use of firewalls, detection systems and other means to detect
and block unauthorised intrusions.

3. Protection against malicious software. Installing anti-virus software and other security tools
aimed at detecting and removing malware.

4. Data encryption. The use of encryption to protect confidential information to prevent
unauthorised persons from accessing it.

5. Password and identification security. Use strong passwords, two-factor authentication and
other methods to prevent unauthorised access to systems.

6. Security audit. Conducting a systematic audit and vulnerability assessment to identify
potential security issues and vulnerabilities.
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7. Training and user awareness. Educate users about safety rules, threat awareness and safety
procedures to reduce the risk of human error.

8. Regular updates and patches. Keeping the software up-to-date and addressing identified
vulnerabilities to prevent exploitation.

9. Physical security. Protection of physical access to server rooms, computers and other
equipment containing confidential (or private) information.

10. Data retention and backup policy. Develop a data retention policy, make regular backups
and store them in secure locations.

11. Securing wireless networks. Ensuring the security of wireless networks through the use of
encryption, authentication and other methods.

12. Double verification. Use two-factor authentication and double-check to increase security
when logging into systems and resources.

13. Access to information policy. Developing a clear policy that defines who has access to
certain information and taking measures to control this access.

14. Protection against social engineering. Educate users about social engineering and other
manipulation techniques to avoid leakage of confidential information.

15. Activity monitoring and analysis. Continuous monitoring of network and system activity
to detect anomalous activity and potential security threats.

16. Regular training and testing. Conduct regular training and testing of security practices to
ensure that staff are prepared to respond to various incidents.

17. Protection of personal data. Compliance with the requirements of the legislation on
personal data protection and development of confidentiality and security policies for this data.

18. Protection against internal threats. Awareness of the possibility of an internal threat and
taking measures to prevent the leakage of confidential information.

19. Incident response strategy. Developing an incident response strategy and plan to
effectively detect, respond to and restore security after incidents.

20. Continuous improvement. Systematic review and improvement of security measures,
taking into account new threats, technologies and strategies.

These principles are important for creating a comprehensive information and data protection
strategy that will ensure a high level of security in the modern digital environment. These principles
can also be adapted and expanded to meet the specific needs and requirements of organisations or
individual users.

Next, let's look at the existing classes of information security. In the field of information
security, there are several security classes that are used to classify data and systems according to
their importance and sensitivity. These security classes help organisations design and implement
effective security measures to protect their data. Unfortunately, the number of cybercrimes is
growing every day, and a large proportion of these crimes is identity theft. Most often, this happens
due to negligence and lack of awareness of users. That is why all this is a problem that needs to be
addressed both personally and collectively. Today, cybersecurity can be seen as an important aspect
of any state's policy in the context of the global information space, widespread communication and
interaction via the Internet. To ensure its adequate provision, appropriate information security
technologies, legislation at the state level, hardware and software, etc. are being developed [2].

One of the most common security classes is the confidentiality classification. This
classification is based on how important the information is to the organisation and whose interests it
protects. Data is classified as confidential, private, public or public. Confidential information is the
most sensitive and requires the highest level of protection. This includes: state secrets, trade secrets
and personal information, such as financial data or medical records; data about life-support systems,
such as energy or water networks; data about critical infrastructure, such as transport or
communications systems; data about research or development that could be used by competitors;
data about strategic plans and marketing objectives that could be used to gain a competitive
advantage; data about intellectual property that is highly
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Let's analyse the security measures to protect confidential information: data encryption (use of
modern encryption algorithms to protect confidential data); strict access control (limiting access to
confidential information to authorised users only); security administration (development and
implementation of a security policy that is appropriate to the nature of the data and threats); security
awareness (regular training of staff on data security).

Let us also consider the existing levels of security. In short, they have three main blocks:
international security, national security and personal security.

To protect confidential information, organisations should apply the following security
standards: ISO/IEC 27005 (an international standard that defines requirements for an information
security management system); NIST SP 800-53 (a standard of the US National Institute of
Standards and Technology that defines requirements for an ISMS for government agencies); PCI
DSS (a standard for payment card security requirements).

Private information is less sensitive but still requires protection. This information includes:
data on employees, customers or suppliers that could be used for fraud or other crimes; data on
marketing campaigns or market research that could be used by competitors; intellectual property
data (e.g. copyrights to musical, poetry or prose works, paintings, etc.).

Next, let's analyse the critical threats to private information, including: phishing attacks on
employees (unauthorised access to private data through manipulation of personnel); data loss due to
careless handling and negligent use of personal information by employees; security measures to
protect private information; security training (regular training of personnel on phishing techniques
and personal security); regular security audits (periodic review of access and data protection
policies); security administration (development and implementation of security plans); and

In order to protect private information, organisations (as well as individuals) are required (or
recommended) to apply security standards such as: ISO/IEC 27001; NIST SP 800-53; HIPAA (a
standard that defines the requirements for the protection of medical data).

Publicly available information is not sensitive and does not require special protection.

This information includes: information about goods and services, news and other data; data
that has been published in publicly available sources. Threats to publicly available information may
be less dramatic than to confidential or private information, but are still important to ensure the
security of this category [4]. Namely, the use of data without permission (unauthorised use of
publicly available information for advertising, fraud or other purposes; loss or damage to data, loss
or damage to publicly available information can lead to losses for the organisation or users).

Data classification can be used to design and implement security measures: sensitive
information (an organisation can use encryption to protect sensitive information, such as financial
data or medical records; the organisation can also use strict access control rules to limit access to
sensitive information to authorised users); private information (an organisation can use security
training to raise awareness of phishing attacks and other

Security classes are a powerful tool that can help organisations protect their data.
Understanding security classes and their application is important for anyone who works with
information. Critical threats to private information can be diverse and come from a variety of
sources, and they are constantly evolving as new technologies and hacking techniques emerge.

Conclusions. Threats to private information can come from a variety of sources, and it is
important to have a broad set of security measures in place to protect data. This may include
cryptographic encryption, two-factor authentication, regular security audits, social engineering
training for staff, and regular updates to information and data protection systems.

General security measures, such as using strong passwords, regular software updates, using
encryption, and training staff on social engineering, can help protect corporate and private
information from these threats and ensure that organisations and people's information is well and
securely protected.
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BILIUB IHTEPHETY PEYEN HA TIOBCAKJIEHHE )KUATTS
TA BIBHEC-ITPOLIECH

Jamok 1. P., yuliya.kholodnyak @tsatu.edu.ua
Taspiticokuti Oepacashuii azpomexHonociunuil ynisepcumem imeni JImumpa Momopnozco

VY cydacHOMY CBITI 3pOCTa€ BaXKJIMBICTh BHKOPHUCTAHHS TEXHOJIOTIH, SKI 3a0e3MeuyroTh
3B'SI30K MK (PI3MMHUMHU MPUCTPOSIMU Ta 3a0€3MeuyIoTh IXHIO B3aeMojito uepe3 [HrepHet. OpHiero 3
Takux TexHoJjoriil € Intepuer peuei (Internet of Things a6o IoT), sika Bu3Ha4daeThCs SIK Mepexa
¢bBUYHEX 00'€KTIB, SKI OCHAIIeHI BOYJOBAaHUMH TEXHOJOTIIMHA 31 3JaTHICTIO 30MpaTH Ta
oOmiHrOBaTucs JaHuMu. PosristHemo, sk [oT BmuiMBae Ha Haile moAeHHE )XKUTTS Ta O13HEC-TIPOIIECH,
1 sIK1 MOKJTUBOCTI Ta BUKJIMKU BOHA CTABUTH MIEPET HAIITUM CYCITIIECTBOM.

[HTEpHET peuelt - e KOHIEIIiA, sKa MojsIrae B 3'eqHaHHI (I3UYHUX 00'€EKTIB Uepe3 MEpPeKy
[aTepHEeT, 1100 BOHW MOTJIK 30UpaTu Ta 0OMiHIOBaTHCS AaHUMU. L1 00'€eKTH MOXKYTh BKIIOYAaTH BCE,
Bl MPOCTUX JAaTYMKIB OO CKJIQJAHMX TPUCTPOiB, 5KI BOyZOBaHI y PI3HI acCmeKTH HaIloro
MOBCSIKJICHHOTO XKUTTS Ta O13HECY.

Inteprer peueir (IoT) Ga3yeTbcs Ha KOMILIEKCI TEXHOJIOTIH, $Ki JTO3BOJISIOTH (DiI3MYHUM
o0'ekTaM MigKIOYaTUCA A0 IHTepHETy, OOMIHIOBATUCS JaHUMHU Ta B3a€EMOMISITH 3 HABKOJHUIITHIM
cepenosuieM. OCHOBHI TEXHOJIOT], 110 Jie:kaTh B OCHOBI [0T, BKITIIOYatOTh HACTYIIHI.

bezopomosi mepeoci. Bukoprucranas 0e31poTOBHX TeXHOJOrIM, Takux sk Wi-Fi, Bluetooth,
Zigbee, abo NB-IoT, no3Bossie migkimtouatu npucTpoi 10 [HTepHeTy 6e3 moTpedu B mpoBoJax, 10
pOoOUTH iX OLTBIIT MOOLTBHUMHU Ta AOCTYITHUMHU.

Jamuuku. JIaT4uKu € KIIIOUOBOKO CKJIaJ0BOI0 4acTHHOW 10T, OCKUIbKM BOHU JIO3BOJISIOTH
30upatu JaHl 3 HAaBKOJMIIHBOTO cepenoBuina. Lli maHi MoXyTh BKIIOYATH iHGOpPMALIO PO
TEeMIIepaTypy, BOJOTICTh, PyX, OCBITJICHHS Ta 0arato iHIIOTO.

Xmapni mexnonoeii. BUKOpUCTaHHS XMapHUX CEPBICIB /I 30epiraHHs Ta 0OpOOKH JaHHX €
HeBig'emHow0 yacTuHOW [oT. Xmapni pecypcu 3a0e3neuyroTh MacTabOBaHICTh, JAOCTYIHICTh Ta
0e3MneKy JaHuX, 10 30uparTbes npuctposiMu [oT.

HImyunuii  inmenexm. BIpoBa/pKeHHs IUTYYHOTO IHTENEKTY [J03BoJisie mpuctposMm loT
BUUTHCS 31 310paHUX JaHUX Ta POOUTH aBTOMATH4YHI BUCHOBKH. Lle 103BOJsiE BIOCKOHATIOBATH
(GYHKIIOHATIBHI MOXKIIUBOCTI IPUCTPOIB Ta ONTUMI3YBaTH iX poOOTYy.

Bukopucranns [oT B noBcskieHHOMY XUTTI Ta Oi3Heci BHOCUTh 3Ha4Hi nepeBaru. [lo-nepiue,
aBTOMAaTH3allid MPOIECIB Ta ONTUMI3ALlisl pecypciB 3aBsAKH 300py Ta aHali3y AAHUX 3 MPHUCTPOIB
[oT no3Bossie MiABHIIUTH TPOAYKTUBHICTH Ta 3HU3UTH BHUTpaTH. [lo-Apyre, y MOBCAKIECHHOMY
xuTTi [oT mpuctpoi, Taki sk po3yMHMIA AiM, poOIATH HAIllE KUTTS 3PYUHIIIUM Ta KOM(POPTHIIINM,
JI03BOJISIIOYM  KOHTPOJIIOBATH PI3HI aCleKTH HaIIOro OTOYEHHS 3a JO0NOMOror cMmaptdoHa abo
rojocoBux nomuiok. llle oxniero mepeBaroto € BukopuctanHs [0T s MOHITOPUHTY Ta 3aXUCTY
PI3HUX aCMEKTIB HAIIOr0 >KUTTS, BKJIIOYAIOUM BiZICOCIIOCTEPEKEHHS, CUCTeMH Oe3leKd BIoMa Ta
BIJICTE’)KEHHSI MEIMYHUX MOKa3HUKIB. BripoBamkenHs [oT cTBOproe HOBI MOKIMBOCTI JUISI PO3BUTKY
Oi3Hecy, Taki SK IOCIYrM Ha OCHOBI MIANWCKH, aHai3 JaHUX KIIEHTIB Ta IHIWBiIyalbHE
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