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ADAPTIVE TRUST ASSESSMENT MODEL FOR CROSS-DOMAIN
SECURITY SYSTEMS BASED ON ZERO TRUST ARCHITECTURE

Summary. Inmodern distributed information systems, there is a significant increase in the complexity of interaction
between different security domains, creating new challenges for ensuring high-reliability access control and effective
protection of information resources. Traditional security models based on static access policies and fixed trust
levels demonstrate limited effectiveness in the context of dynamic, heterogeneous, and cross-domain environments
where diverse organizational, technological, and network domains interact. This paper proposes an adaptive trust
assessment model for cross-domain security systems implemented based on the principles of Zero Trust architecture.
The proposed approach involves the dynamic determination of the trust level for an access subject, considering a
comprehensive set of parameters, including user behavioral characteristics, endpoint trust, domain reputation, access
request context, and the history of previous interactions. To formalize the proposed approach, a mathematical trust
assessment model has been developed, which allows for the real-time calculation of an integral trust metric and its
use in decision-making regarding granting or restricting access. Based on the model, an adaptive trust assessment
algorithm has been formulated, ensuring continuous verification of users and devices in a cross-domain environment.
Furthermore, a system architecture is proposed, which includes modules for contextual information collection,
behavioral analysis using artificial intelligence methods, a Trust Engine computational mechanism, and a decision-
making system for access management. To evaluate the effectiveness of the model, an experimental simulation of a
cross-domain environment was conducted with various user behavior scenarios and potential attacks, demonstrating
improved trust assessment accuracy and a reduced probability of unauthorized access compared to traditional access
control approaches. The proposed model can be applied to enhance the cybersecurity level of distributed information
systems, cloud environments, and other complex infrastructures where ensuring adaptive access control between
different security domains is critically important.

Keywords: cybersecurity, cross-domain security, trust assessment, adaptive trust model, Zero Trust architecture,
access control, behavioral analysis.

Statement of the problem. Modern distributed information systems are characterized by a significant
increase in the complexity of cross-domain interaction. This is driven by the scaling of organizational,
technological, and network infrastructures. Additionally, the integration of heterogeneous hardware
and software components further impacts this complexity.

The growing complexity of systems creates new technical challenges. Primarily, there is a need
for effective access management for users and devices. Ensuring the confidentiality, integrity, and
availability of information resources is also critical. Furthermore, systems must possess a high level
of cyber resilience and the capability to counter dynamic threats in real time.

Traditional access control models based on static policies and predefined trust levels demonstrate
limited effectiveness in such dynamic and heterogeneous environments. They do not provide an
adaptive response to changes in user behavior, device state, or access request context. This is particularly
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critical for cross-domain systems where diverse technologies, platforms, and organizational policies
interact simultaneously. Consequently, there is an urgent need to develop adaptive trust assessment
mechanisms. These mechanisms should dynamically determine the access level of users and devices
in real time, accounting for behavioral characteristics, request context, and interaction history.

It is essential to emphasize that the primary problem of modern cross-domain security systems is
the lack of universal trust assessment mechanisms. Existing models do not integrate a comprehensive
set of factors influencing the trust level, specifically user behavioral patterns, endpoint status, domain
reputation, request context, and previous interaction history.

Accordingly, the insufficient adaptability of traditional access control models increases the
likelihood of unauthorized access. It also reduces the efficiency of cross-domain access rights
management. Therefore, the lack of adaptability in traditional access control models leads to the limited
applicability of static Zero Trust architectures and creates a requirement for implementing dynamic
trust assessment mechanisms supported by contextual and behavioral analytics. Thus, it is critically
important to implement mechanisms for dynamic trust assessment and continuous verification of
users and devices. Subsequently, such mechanisms will ensure improved access control accuracy,
a significant reduction in the probability of compromise, and reliable coordination of interaction
between different domains of the information infrastructure.

Analysis of recent research. Current developments in the concept of cybersecurity demonstrate
significant attention to Zero Trust Architecture (ZTA) as the primary paradigm of minimal trust and
continuous verification of users, devices, and transactions. At the international level, systematic
literature reviews confirm that ZTA has become a fundamental model for protecting complex digital
ecosystems, as classical perimeter defense models are unable to function effectively in heterogeneous
and cross-domain environments [1, p. 2].

In particular, literature reviews from recent years [2—6] indicate a broad field of research aimed at
applying ZTA in cloud infrastructures, IoT, corporate networks, industrial systems, and distributed
services. It should be emphasized that almost all modern sources point to the loss of effectiveness of
static policies, thereby necessitating a transition to adaptive access control models.

Certain scientific circles in the USA, notably NIST (National Institute of Standards and Technology),
have developed specialized recommendations formalizing Zero Trust components, ranging from
elements of continuous authentication to conditional access based on context and risk. These
standards actively influence further research and implementation practices of ZTA in government,
corporate, and critical infrastructures. Current research papers reflect significant regional specificities
where, considering national characteristics, technology development vectors vary considerably. For
instance, while the priority in the EU is the implementation of Zero Trust in cross-domain networks
in compliance with regulations (GDPR, NIS2), the emphasis in China is shifted towards adapting the
architecture to local solutions where flexible access control on a corporate scale is critically important.

In the context of trust models, global experience suggests integrating risk assessment, behavioral
analysis, and access management into the decision-making process. Under these conditions, Risk-
based access control becomes an integral component of modern solutions, combining American
experience in optimizing real-time trust assessment algorithms with European approaches to
standardizing model interaction in distributed networks. Additionally, to ensure security in large-scale
device networks without centralized control, the field of trust computation in IoT environments, based
on the integration of ZTA architecture and decentralized learning, is actively developing [7, p. 42].

Methods of behavioral analysis, included in modern solutions based on machine learning and
anomaly detection, are highlighted separately. These methods allow for a significant increase in the
accuracy and adaptability of trust assessment. Specifically, studies in the USA and the EU show that
such approaches significantly reduce the number of false positives and increase the response speed
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to anomalous events. This is particularly important for distributed and cross-domain systems where
traditional access rules cannot adapt in time to changes in the behavior of access subjects.

Scientific circles pay special attention to cross-domain security issues, as the integration of
heterogeneous policies, protocols, and access structures significantly complicates the creation of
a consistent trust verification mechanism. Therefore, international standards and modern research
emphasize the interoperability of Zero Trust components in complex infrastructures where traditional
models prove ineffective due to the gap between domains and the heterogeneity of access rules.

Ukrainian researchers also make a significant contribution to the development of the field, with
works dedicated to adapting security architectures and policies based on the Zero Trust concept to the
specifics of the national infocommunication space. For example, access management models based on
the dynamic determination of security policies developed in [8, p. 84] demonstrate the adaptation of
ZTA approaches for distributed IT infrastructures, considering different classes of users and devices.
Other Ukrainian works, including projects on the application of Zero Trust in IoT environments
[5, p. 173], explore the possibilities of integrating behavioral analysis and micro-segmentation for
modern dynamic systems. Specific examples of ZTA application for Ukraine’s critical infrastructures
show the importance of adaptive access models in the context of increased threats and the need to
comply with international security standards [9, p. 94].

Despite significant achievements, several substantial gaps are still observed in the scientific
environment. First, there is a lack of adaptive trust models that comprehensively integrate behavioral,
contextual, and historical parameters for real-time access management. Second, there is insufficient
use of behavioral analysis and ML algorithms for cross-domain trust assessment, which limits the
accuracy and speed of decision-making. Third, there is the absence of a universal cross-domain
access architecture capable of ensuring the interoperability of diverse security policies and dynamic
trust assessment across complex hybrid environments.

Thus, a review of current literature and analytical reports from international and national scientific
centers confirms the presence of significant gaps in the field of cross-domain security. This underscores
the urgent need to develop adaptive trust assessment mechanisms capable of dynamically determining
the access level of users and devices in real time, accounting for behavioral characteristics, contextual
parameters, and the history of previous interactions. It is this justified need that forms the basis
for developing the research methodology and constructing the mathematical model, algorithm, and
experimental simulation presented in the following sections.

The objective of this paper is to develop an adaptive trust assessment model for cross-domain
security systems based on the principles of Zero Trust architecture, which allows for improving
access control accuracy, ensuring dynamic verification of users and devices, reducing the risks of
unauthorized access, and optimizing interaction between heterogeneous domains of the information
infrastructure.

To achieve the stated objective, the following research tasks have been identified:

— analysis of existing access control and trust assessment models in international and national
research, including Zero Trust architectures, risk-based access control, and behavioral models;

— development of a mathematical trust assessment model that integrates user behavioral
characteristics, device state, domain reputation, request context, and the history of previous
interactions;

— creation of an adaptive access management algorithm that implements dynamic trust level
determination and decision-making regarding granting or restricting access to resources in cross-
domain environments;

— designing a system architecture that includes modules for contextual information collection,
behavioral analysis, a trust computation mechanism, and an access decision-making system;
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— conducting an experimental simulation of a cross-domain environment to verify the effectiveness
of the proposed model, algorithm, and trust assessment mechanisms under various user behavior
scenarios and potential attacks.

The implementation of these tasks enables a comprehensive approach to adaptive access
management in distributed and heterogeneous systems by integrating Zero Trust principles and
modern behavioral analysis methods.

Consequently, achieving the outlined objective of this paper will facilitate the fulfillment of the
defined tasks and establish a scientifically grounded foundation for developing adaptive trust assessment
mechanisms in cross-domain security systems. Furthermore, the developed model will create the
necessary conditions for building modern intelligent systems capable of self-learning, preemptive
response to anomalous events, and continuous monitoring of trust levels in dynamic environments.

Development of an adaptive trust assessment model for cross-domain systems. Modern information
systems are characterized by high complexity of cross-domain interaction and the integration of
heterogeneous technological components. This necessitates the implementation of access control and
trust assessment models capable of providing dynamic verification of users and devices, as well as
real-time access management. To systematize the research, existing approaches can be classified into
three main groups:

1. Traditional access control models (DAC, RBAC). Traditional access control models, such as
DAC and RBAC, are characterized by relative simplicity of implementation and a clear policy structure,
ensuring effective integration into existing corporate systems. At the same time, the centralized structure
and static nature of policies limit the ability of such models to dynamically respond to changes in user
behavior and endpoint states, while also complicating integration into multi-domain and heterogeneous
information environments. Examples of practical implementation of these approaches include Microsoft
Active Directory, which uses RBAC for centralized access management, and Oracle Database Security,
which supports DAC and RBAC policies for database access control.

2. Risk-Based Access Control (R-BAC). Compared to traditional models, R-BAC approaches
evaluate access requests based on the current risk level, integrating contextual parameters such as
user geolocation, endpoint device type, and history of previous actions. This ensures dynamic access
management, consideration of request context, and the possibility of integration with behavioral
analysis mechanisms to improve decision-making accuracy. At the same time, R-BAC approaches have
limitations, including increased complexity in policy configuration, significant load on risk assessment
computational mechanisms, and partial support for cross-domain interaction in heterogeneous
environments. Examples of R-BAC implementation include IBM Security Verify Access, which
applies a risk-based approach for access control in corporate and cloud environments, and Cisco
Identity Services Engine, which provides dynamic access policies with integrated contextual analysis.

3. Zero Trust Architecture (ZTA) and adaptive trust assessment models. ZTA models are based on
the “never trust, always verify” principle, which entails continuous, real-time verification of users,
endpoints, and transactions. An advancement of these approaches lies in adaptive trust assessment
models that integrate dynamic trust scoring mechanisms. These models account for user behavioral
patterns, access context, domain reputation, and the history of previous interactions, enabling an
accurate and flexible assessment of the trust level within complex cross-domain environments.

The implementation of such models provides several key advantages. First, continuous verification
of users and devices is implemented, which reduces the probability of unauthorized access. Second,
the integration of behavioral analysis and machine learning algorithms allows for dynamic anomaly
detection and real-time response to behavioral changes. Third, these approaches demonstrate high
efficiency in multi-domain and heterogeneous environments where traditional static access control
models prove insufficient.
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At the same time, these models have significant limitations that result in the complexity of their
practical implementation. Key challenges include the high complexity of constructing trust models and
trust scoring algorithms, significant computational costs for processing large volumes of contextual
data, and the need for centralized or hybrid data collection for accurate trust level determination.

Examples of practical implementation of ZTA and adaptive trust assessment models include
Google BeyondCorp, which applies the principles presented in [10, p. 12], and the Adaptive Trust
Models proposed inresearch [5, p. 171], which demonstrate the effectiveness of integrating behavioral
analysis and dynamic trust scoring in cross-domain systems.

Given the advantages and limitations of the discussed access control and trust assessment
models, a systematic comparison of their key characteristics is appropriate. Such an analysis allows
for determining the effectiveness of each model under various conditions, evaluating the level of
dynamism, the integration of contextual and behavioral analysis, and the capability for application
in multi-domain environments. Table 1 below presents a comparison of access control models,
summarizing key parameters, advantages, and practical implementation examples.

Table 1
Comparative table of access control models
Model Dynamism | Contextual Analysis | Behavioral Analysis Support for Cross-domain Systems
DAC Low No No No
RBAC Low No No No
Risk-Based AC | Medium Yes No Partial
Zero Trust High Yes Partial Yes
Adaptive Trust High Yes Yes Yes

Thus, the conducted comparative analysis indicates that traditional DAC and RBAC models
remain effective in centralized environments due to their simplicity of implementation and clear
policy structure. However, their application in heterogeneous and multi-domain systems is limited
by the static nature of policies and the lack of dynamic response to changes in user behavior and
endpoint status.

Meanwhile, R-BAC models provide more flexible access control by integrating contextual factors
such as geolocation, device type, and user activity history. Nonetheless, their effectiveness in cross-
domain environments remains partially limited, as they only partially integrate behavioral analysis
and cross-domain interaction, while policy configuration and risk assessment require significant
computational resources.

In contrast, ZTA ensures continuous real-time verification of users and devices, which improves
access control accuracy and reduces the probability of unauthorized access [11, p. 74]. At the same
time, the application of ZTA requires centralized contextual data collection and high computational
costs, which may complicate implementation in large-scale multi-domain systems.

In contrast to traditional and risk-oriented models, adaptive trust assessment models integrate
Zero Trust principles, behavioral analysis, and contextual information, providing dynamic and high-
precision access management in real time. Therefore, this approach demonstrates high efficiency in
complex cross-domain environments and allows for the application of ML mechanisms to enhance
system resilience against anomalies, unauthorized actions, and potential attacks.

Thus, the conducted analysis underscores the necessity of developing a proprietary adaptive trust
assessment model that combines Zero Trust principles, behavioral, and contextual analysis, ensuring
high-precision access control, dynamic verification of users and devices, and effective interaction in
multi-domain information environments.

56 Proceedings TSATU. 2026. 26. 1. ISSN: 2078-0877



‘? [pami THATY Bumyck 26. Tom 1
In cross-domain information security systems, effective access management requires a dynamic
and comprehensive approach to trust assessment. To this end, a mathematical model is proposed
that integrates key factors influencing the trust level of an access subject. The model formalizes
the integral trust indicator 7;, which enables real-time decision-making regarding the granting or
restriction of access.
.= > w-T, (1)
ic{ud r.c,h}
where T; € [0, 1] — the integral indicator of trust in a user or device. A value of 0 corresponds to
complete distrust, while 1 represents the maximum level of trust; 7; — the assessment of a specific trust
component; w; € [0, 1] — the weight coefficient reflecting the significance of each factor; Zwi =1
ensures the normalization and consistency of the integral indicator; indices i € {u,d, r, ¢, h} correspond
to the following components:
u — user behavioral characteristics (7,),
d — endpoint state (7}),
r — domain reputation (7}),
¢ —request context (7.),
h — history of previous interactions (7},).
Component 7, represents the probability of normal user behavior, estimated based on the analysis
of their actions within the system:

I,= 1 _P(Au)a (2)

where P(4,) € [0, 1] — the probability of user behavior anomaly, determined by machine learning
methods and statistical detection of deviations.

High values of 7, indicate stable, predictable user behavior, while low values suggest a potential
risk of unauthorized access.

To calculate 4,, activity pattern clustering, anomaly detection, or autoencoders can be applied to
predict the risk of anomalous activity.

Component 7, assesses the technical security of the device used to access the system:

Td =0 - SOS + ap : Ppalch +a, - Vantivirusa o + ap +ao,= 1: (3)

Where Sos € [0, 1] — assessment of the operating system state (configuration, absence of
vulnerabilities); P,..» € [0, 1] — relevance of installed patches and updates; Vs € [0, 1] — anti-
virus protection status; o, o,, o, — weight coefficients reflecting the criticality of each sub-factor for
device security; o, + o, + o, = 1 ensures the normalization of the assessment 7.

Domain reputation is modeled as an exponential smoothing of the security incident history:

T()=B - Tt = 1)+ (1 = P) - (I = Rincidend 1)), 4)
where 7(t) € [0, 1] — domain reputation at time ¢;
Ricizen: € [0, 1] — risk assessment of the current incident in the domain;
B e [0, 1] — smoothing coefficient that prioritizes previous events or emphasizes recent
incidents.
Consequently, a high domain reputation reduces the risk of unauthorized access and increases the
overall trust level.
The contextual assessment accounts for external conditions that influence access security:

T=27,xCp ;=L )
= =

J
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where C; € [0, 1] —normalized context indicators, such as user geolocation, device type, access time,
and resource criticality level;
v; — weight coefficients of each contextual parameter;
m — the number of contextual factors.
User interaction history is formed through a cognitive trust accumulation function:

ansn—k 'Sk
— k=1

= 5e(01), (6)

n

an—k

k=1

T,

where S; € [0, 1] — assessment of the A-th previous interaction;
d — discount factor highlighting the relevance of recent events;
n — the number of recent interactions considered when calculating the integral indicator.
To implement model adaptivity, weight coefficients may vary depending on the current context:

W, =W S (Copen ()5 R (1)) (7

where W — the baseline value of the weight coefficient; () — an adaptation function that increases
or decreases the significance of a component in the event of threats or anomalies.

This approach ensures dynamic balancing of trust factors in real time. The proposed model
integrates behavioral, technical, and contextual analysis, along with historical interactions of users
and devices, providing a complete integral trust indicator 7;. The model formalizes adaptive trust
scoring, which serves as the foundation for the decision-making algorithm in cross-domain security
systems [12, p. 3], enabling dynamic access management, enhanced risk assessment accuracy, and a
lower probability of unauthorized actions.

Following the principles of the modern Zero Trust concept, access to information system resources
must be determined through continuous assessment of the trust level of the access subject as well as
an analysis of the potential risk associated with request execution [13, p. 1].

In view of the above, an adaptive access management algorithm is presented below for dynamic
trust evaluation and flexible regulation of user rights within the system. Primarily, it is necessary
to formalize a set of parameters characterizing the state of the access subject and the context of the
request. To achieve this, a vector of contextual characteristics is introduced:

B
D(t)
R(t)

X(t)=| C(1) ], (3)

|H (1))

where X(f) — vector of trust parameters at time #; B(¢) — indicator of user behavioral characteristics;
D(t) — trust level of the access device; R(f) — reputation of the domain environment; C(¢) — request
context (time, geolocation, network type); H(f) — history of previous interactions with the system.

Comparing the vector representation of parameters with traditional trust assessment approaches,
it can be noted that such an approach enables the application of linear algebra and statistical analysis
methods for information processing.

Since various factors have different levels of significance for assessing access security, it is
appropriate to utilize a system of weight coefficients. To this end, we introduce a weight vector:
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W = [w; w, ws wy ws], (9)

where w; — the weight coefficients of the corresponding trust parameters.
Then the integral trust level is defined as the dot product of the weight vector and the parameter
vector:

(H) = W - X(1), (10)
specifying:
1(t) = wiB(?) + w2D(1) + wsR(?) + waC(¢) + wsH(), (11)

5
where 7(f) — the integral trust indicator at time #; w, — the weight coefficients of the factors, Zm =1.

1

Thus, the integral trust assessment is formed as a weighted aggregation of factors, enabling the
model to adapt to various levels of information resource criticality.

However, relying solely on the trust level is insufficient for making an informed access decision.
Therefore, an access risk assessment function is introduced based on the principle of balancing trust
and risk:

Ry (£)=ShE(0), (12)

where R, (f) — the integral risk indicator; Fi(¢) — the i-th risk factor; A— the weight coefficient of the
risk factor; n — the number of risk factors.

Risk factors may include:

— anomalous user behavior;

— use of a new or untrusted device;

— access from an atypical geolocation;

— use of an unsecured network;

— low reputation of the domain environment.

Thus, risk assessment allows for accounting for potential threats that may arise during the execution
of an access request.

To combine the trust level and the risk level, a generalized security indicator is introduced:

S(0) = BT(®) = yYR:i(0), (13)
where S(7) — integral access security indicator; 7(¢) — trust level; R,u(f) — risk level; B, y — weight
coefficients of the influence of trust and risk.

Therefore, based on this relationship, even a high level of trust can be compensated for by an
increased level of risk, which fully corresponds to the concept of dynamic access management in a
Zero Trust environment.

To ensure a more flexible decision-making mechanism, it is appropriate to apply a logistic function,
which allows for estimating the probability of granting access:

1
= |4 e FE00) (14)

where P,....,— probability of granting access; S(f) — integral security indicator; k — steepness coefficient
of the logistic function; 6 — security threshold value; e — base of the natural logarithm.

By comparing the obtained value P,..,, with established thresholds, the system determines the
required level of access to the resource.
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The access decision can be represented by the following function:

Allow, P >0.75

access

Decision =< Challenge, 0.4<P__ <0.75, (15)

LICCES‘S‘

Deny, P <04

access

where Allow — granting full access to the resource; Challenge — necessity of additional authentication;
Deny — denial of access.

Thus, an adaptive access control mechanism is implemented, which takes into account not only
the static attributes of the user but also the interaction context, behavioral history, and potential risks.

In general, the adaptive access management algorithm in a cross-domain environment is
implemented as a sequence of the following stages:

1. Receiving an access request to the information resource.

Forming a vector of contextual access parameters.

Calculating the integral trust level.

Assessing the access risk level.

Forming a generalized security indicator.

Calculating the access probability using the logistic function.
Making a decision regarding granting, restricting, or denying access.
. Updating interaction history and trust parameters.

Thus the proposed algorithm provides dynamic and context-oriented access management in cross-
domain information environments. Comparing this approach with traditional access control models,
it can be argued that the use of integral indicators of trust, risk, and probabilistic decision-making
methods significantly enhances the security level of information systems.

At the same time, the practical application of the proposed algorithm requires its implementation in
the form of a cohesive information system. Therefore, given the necessity of processing a significant
number of contextual parameters and ensuring prompt access decision-making, it is appropriate to
develop a modular system architecture.

In this process, each system component fulfills a specific functional load. Specifically, the
contextual information collection module ensures the retrieval of data regarding the user, device,
and network environment. The behavioral analysis module processes the obtained data and detects
deviations from typical behavior. Based on this data, the trust calculation mechanism implements the
mathematical model for evaluating the trust level, while the decision-making system forms the final
decision regarding granting or restricting access.

Thus, the logical continuation of the developed algorithm is the design of the system architecture,
which ensures the coordinated operation of the specified modules. Consequently, the next stage of the
research involves designing the system architecture, including modules for contextual information
collection, behavioral analysis, a trust calculation mechanism, and an access decision-making system.

The Fig. 1 illustrates the component architecture of the adaptive access control system, reflecting
the interaction structure of the primary functional modules and the data flows between them.

This architecture can be represented as a set of functional modules:

S = {Ma Mba M‘a Ma Md}a (16)

where M, — context collection module; M, — behavior analysis module; M, — risk assessment module;
M, — trust evaluation module; M, — decision module.
The interaction of the components of the proposed architecture can be represented as a graph

G=(V,E), (17)

N L AW
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Context API Behavior API Risk API Decision API
Context Collection Module Behavior Analysis Module Risk Assessment Module Decision Module
* A A A
I
REST REST REST REST
N

b Trust Evaluation Module )— —-———-

Logging API

REST

Logging & Monitoring Module

Fig. 1. Access control system architecture

where V = {M,, M,, M,, M,, M;} — the set of vertices corresponding to the functional modules of the
system; E — the set of edges defining the information data flows between the modules.
The set of edges is defined as

E = {(Mca Mb)a (MC’ Mr), (Mb; M)’ (Mr; M)’ (M, Md)} (18)

The flow logic is implemented through the following set of processes:

(M., M,) — contextual data is transmitted to form a behavioral profile;

(M., M,) — the same data is transmitted to assess the risk of potential compromise;

(M,, M) — behavioral analysis results are used to form an integral trust indicator;

(M,, M,) — risk assessment is also integrated into the trust scoring formula;

(M,, M,) — the final trust indicator is transmitted for access decision-making.

This means that the contextual information collection module transmits data both to the behavior
analysis module and directly to the trust evaluation module, while the behavioral analysis results are
used for further assessment of the trust level. After calculating the integral trust indicator, the relevant
data is transmitted to the decision-making module.

Taking into account the specified structure, the functioning of the adaptive access control system
can be described by a generalized function

A=FU,C,B,P), (19)

where U — user attributes; C — contextual parameters of the access environment; B — behavioral
analysis results; P — information system security policies; 4 — access decision result.
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The function F(-) implements the adaptive access control algorithm and includes the stages of
contextual information collection, behavioral analysis, trust level calculation, and forming the final
access decision.
In the general case, the access decision is defined as

A = Decision(T, P), (20)

where T — integral trust indicator; P — set of security policies.

Thus, the proposed formalization allows for describing the access control system architecture as an
interconnected set of functional modules between which contextual and analytical data is transmitted.
The use of a graph model provides a clear visual representation of component interaction, while the
mathematical description of the decision-making function formalizes the process of adaptive access
control in a cross-domain information environment [14, p. 4].

The experimental research simulation was implemented to evaluate the effectiveness of the proposed
adaptive trust assessment model and access management algorithm in multi-domain heterogeneous
information systems. The primary objective of the study was to determine the extent to which the
integration of behavioral analysis, the risk assessment module, and contextual data improves access
control accuracy compared to traditional approaches such as DAC, RBAC, and R-BAC. In this regard,
the experiment was comprehensive in nature and included modeling dynamic user behavior scenarios
and various resource access conditions.

The purpose of the simulation was to evaluate the accuracy of the integral trust indicator 7, the
adaptability of the decision-making algorithm A4, and the system’s effectiveness in reducing the
risk of unauthorized access. Additionally, the experiment allowed for determining the contribution
of behavioral analysis and the risk assessment module to the system’s dynamism and its ability to
respond to anomalous or attacking user actions.

To achieve the goal, three domains with different access policies (D;, D,, D;) were simulated, and
5000 user requests with varying behavior were generated. The simulation included three scenarios:
normal, anomalous, and potentially attacking behavior, which provided the conditions for testing the
model’s adaptability. The results were compared with DAC, RBAC, and R-BAC models to evaluate
the advantages of the proposed approach.

The following simulation parameters were determined: three domains, 150 users, 50 resources,
and 5000 requests. The distribution of behavior scenarios consisted of 70 % normal, 20 % anomalous,
and 10 % attacking. Trust threshold values were set at 7)., = 0.8 and 7}, = 0.5 to ensure a balance
between security and resource accessibility.

Consequently, the experimental configuration reproduced a realistic multi-domain environment
and provided a reliable basis for further analysis regarding the accuracy, adaptability, and efficiency
of the proposed trust evaluation model.

The effectiveness of the proposed system was evaluated using three key metrics: decision-making
accuracy (Accuracy), the false positive rate (FPR), and risk mitigation efficiency (Risk Mitigation).
These are defined in the following way:

N.
Accurace (%) = Neomear 100, False Positive Rate(% ) = —-100;

total total
: 41 : N breaches
Risk Mitigation (%) =| 1——=2=< 1.100,
total

where N.,.... 1S the number of correctly processed requests, Ny 1s the number of false positives,
Nireacies 18 the number of recorded unauthorized accesses, and N, is the total number of requests.
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The simulation results are presented in Table 2.

Table 2
Comparison of Access Control Models Effectiveness
Model Accuracy (%) FPR (%) Risk Mitigation (%)
DAC 85.2 8.4 76.5
RBAC 87.5 7.2 78.3
R-BAC 92.1 5.6 84.7
Adaptive Trust (proposed) 97.3 2.4 93.8

The analysis of the results confirmed that traditional DAC and RBAC models are effective in
centralized environments, but they exhibit limited adaptability in multi-domain scenarios. While
R-BAC models provide dynamic context-aware access control, the integration of behavioral analysis
and cross-domain interaction remains partial. The proposed adaptive model demonstrates the highest
accuracy, significantly reduces the false positive rate, and increases risk mitigation efficiency.

Visualization of the results in Fig. 2 and 3 demonstrates a clear advantage of the adaptive model
across all experiment scenarios. The accuracy graph shows that the integration of behavioral analysis
and risk assessment allows for achieving 97.3 % Accuracy, which exceeds the performance of
traditional models. The risk mitigation level graph reflects 93.8 % for the adaptive model, confirming
its ability to minimize unauthorized access threats.

Accuracy of Access Control Models

100 Risk Mitigation of Access Control Models
97.3%

100

95 95 93.8%

92.1%
90

90
84.7%

87.5%

85

83 80 78.3%

76.5%

Accuracy (%)
Risk Mitigation (%)

80

75
65

70

RBAC R-BAC Adaptive Trust DAC RBAC R-BAC Adaptive Trust
Access Control Models Access Control Models

Fig. 2. Accuracy graph Fig. 3. Risk mitigation level graph

The experimental simulation confirmed that the integration of behavioral analysis and the risk
assessment module significantly increases the accuracy of trust evaluation in multi-domain information
environments. The use of the proposed adaptive access management algorithm ensures a reduction in
the number of false positives and unauthorized access incidents compared to traditional DAC, RBAC,
and R-BAC models, which indicates an increase in system reliability. Overall, the application of trust
threshold values allows for achieving an optimal balance between security and resource accessibility
while ensuring dynamic and context-oriented verification of users and devices [15, p. 42]. Thus, the
simulation results confirm the high effectiveness of the proposed adaptive trust evaluation model
and justify its further integration into real-world cross-domain information systems where ensuring
precise access control and resilience against potential threats is critically important.

Research Results. As a result of the study, a comprehensive evaluation was conducted on the
effectiveness of the proposed adaptive trust evaluation model for cross-domain security systems,
built on Zero Trust Architecture principles. The developed approach involves the integration of user
behavioral analysis, device state assessment, domain reputation, request contextual parameters,
and the history of previous interactions to form a dynamic integral trust indicator. This integration
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ensures context-oriented and adaptive verification of access subjects within cross-domain information
environments.

The obtained results confirm that the combination of adaptive access management algorithms,
behavioral analysis, and risk assessment mechanisms allows for a significant increase in access
decision-making accuracy, reduces the probability of unauthorized actions, and ensures more
effective detection of anomalous activity. The application of the proposed model contributes to
the increased reliability, adaptability, and resilience of cross-domain information systems against
potential cyber threats.

Overall, the research results confirm the feasibility of utilizing adaptive trust evaluation mechanisms
in next-generation access control systems and justify the practical suitability of the proposed model
for implementation in complex multi-domain information infrastructures.

Conclusion. The study successfully achieves its stated objective through the development of an
adaptive trust assessment model specifically designed for cross-domain security systems operating on
Zero Trust principles. A primary outcome of this research is the establishment of a robust mathematical
and algorithmic framework that integrates a diverse range of parameters such as user behavioral
patterns, endpoint device states, domain reputation, and the history of previous interactions. This
framework is supported by a newly proposed adaptive algorithm that enables the real-time calculation
of an integral trust score, effectively shifting access control from rigid static policies to a model of
dynamic and continuous verification.

Furthermore, the research provides a detailed design for a modular system architecture
which incorporates specialized engines for contextual data collection and behavioral analysis
alongside a centralized Trust Engine for automated decision-making. The effectiveness of this
approach was confirmed through experimental validation involving the simulation of a cross-
domain environment subjected to various attack scenarios and behavioral fluctuations. These
results demonstrate a significant improvement in trust assessment accuracy and a measurable
reduction in the probability of unauthorized access when compared to traditional perimeter-based
security models. Ultimately, the implementation of these findings establishes a scientifically
grounded foundation for enhancing the cybersecurity and resilience of distributed heterogeneous
information infrastructures.

Future studies should be directed toward the integration of machine learning and deep learning
methods to enhance the precision of user behavioral analysis and ensure the early detection of
anomalies and potential threats.

Another critical aspect involves expanding risk assessment mechanisms by incorporating additional
contextual parameters, such as the temporal characteristics of user activity, endpoint device status,
and the specific security policies of individual domains. Looking ahead, these advancements will
increase system adaptability and the accuracy of the integral trust indicator.

Special attention should also be paid to optimizing the performance and scalability of algorithms
as the number of users, resources, and domains increases, alongside exploring the integration of the
proposed model into hybrid and cloud environments characterized by heterogeneous security policies.
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2 TOB IIBH3 «Yuieepcumem cyuachux mexmono2itiy

AJAIITUBHA MOJAEJIb OHIHIOBAHHA JOBIPU AJIAA MIZKAOMEHHUX
CHUCTEM BE3IIEKHN HA OCHOBI APXITEKTYPU ZERO TRUST

Anomauis

Y crarti JocCmipKeHo TPpoOIeMy YCKJIAIHEHHS MDKIOMEHHOI B3a€EMOIil B PO3MOMUICHHX iH(OpMAaIiiHIX
CHCTeMaX, IO O0MEeXye S(PEKTUBHICTh TPANWIIHHUX MOJAETEH KOHTPOJIO MOCTYIY. 3allpOIIOHOBAHO aNANTHBHY
MOZIeTTh OINIHIOBaHHS JOBIpH, MOOYIOBaHY Ha MPUHIOWIAX apXiTekTypu Zero Trust. HaykoBa HOBW3HA mojsTae
y po3po0IIi MaTeMaTHYHOTO armapary Uil THHAMITHOTO OOYMCIICHHS IHTETPaJbHOTO IMOKAa3HWKA JOBIPYU HA OCHOBI
TTOBETIHKOBUX YNHHHUKIB, PEITyTaIlil TOMEHY Ta KOHTCKCTY 3aITUTYy.

Po3pobneno anroputM Ge3nepepBHOi Bepudikamii cy0’eKTiB 1 IPUCTPOIB, a TAKOK aAPXITEKTYPy CHCTEMH, IO
IHTETpye MEXaHi3MHU MITYYHOTO iHTENEKTY Ay aHamizy kouTekety (Trust Engine). Pe3ymsratn excriepuMeHTanbHOT
CUMYJIAIIT MIATBEPAWIA BHCOKY TOYHICTH MOJENI Y BHSBJICHHI HECAHKITIOHOBAHWX i Ta CTIMKICTh MO arak
y TETEPOTCHHUX CEPEIOBHINAX. 3aPOITOHOBAHIHN TTiIX1]] € MEPCTICKTUBHUM IS TIOCHIICHHS KiOEp3aXUCTy XMapHUX
THPPACTPYKTYp Ta CKJIQTHUX MEPEKEBUX CHCTEM.

Knwouosi cnosa: xibepOesmneka, MiKIOMEHHa Oe3leka, OIIIHIOBAHHS JOBIpW, aJalTHBHA MONENb IOBIpH,
apxitekTypa Zero Trust, KOHTPOJb JOCTYITY, TOBEXIHKOBHMIA aHAi3.
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