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 The main purpose of the study is to rank certain threats in order to establish further costs 
for ensuring the protecting of information in the cybersecurity system. Research 
methodology is a set of methods that form a methodological approach. The main ones 
are the ranking method through the theory of fuzzy relations and the expert-step method. 
As a result, due to the ranking of the threats of the selected object, the permissible 
intensity of the decrease in the level of security and the costs of its provision were 
determined using the proposed methodology. The study is limited by selecting only one 
socio-economic system and its information. The results obtained as a result of the 
research carried out in the article have practical and scientific value through a 
methodical approach to form requirements for the security of the cybersecurity system 
itself and information of a single object. In the future, more complex socio-economic 
systems and their cybersecurity should be chosen to apply the methodological approach 
proposed in the article.  
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1. INTRODUCTION 

 
Important methods for analyzing the state of ensuring 

cybersecurity are methods of description and classification. 
To implement effective information protection, one should 
firstly describe and then classify various types of threats and 
dangers, risks and challenges and, accordingly, formulate a 
system of measures to manage them. As common methods 
for analyzing the level of ensuring cybersecurity, methods of 
studying causal relationships are used. Using these methods, 
causal relationships between threats and hazards are revealed; 
a search is made for the causes that have become the source 
and led to the actualization of certain hazard factors, and 
measures are being developed to neutralize them. The choice 
of methods for analyzing the state of ensuring cybersecurity 
depends on the specific level and scope of protection 
organization. Depending on the threat, it is possible to 
differentiate both different levels of threats and different 
levels of protection. 

An important factor in the development of modern society 
is to ensure the protection of information and cybersecurity, 
which is a key element of any processes, regardless of the 
scope of public activity. At the same time, special attention is 

paid to the analysis of potential threats, the implementation 
of which leads to material, financial, reputational and other 
losses. 

To counter cybersecurity threats, the necessary measures 
are taken both in the direction of exerting a certain influence 
on the source of the threat, and in the direction of reducing 
the vulnerabilities of the security object. Accordingly, two 
subject areas of counteraction are distinguished: one of them 
is formed by a combination of threat sources, and the other 
by a combination of measures to ensure cybersecurity. 
Therefore, we can conclude that information and 
cybersecurity covers technical, legal, organizational, 
psychological aspects and causes the extreme complexity and 
multi-level system links between its constituent elements. In 
turn, ensuring cybersecurity is a continuous process that is 
systemic in nature and is achieved by implementing the most 
rational methods and comprehensively using the necessary 
means (physical, hardware, software, cryptographic). 
Moreover, the best result is obtained when all the means and 
methods used are combined into an integral mechanism, the 
functioning of which must be monitored, updated and 
supplemented depending on changes in both the internal and 
external environment. In addition, it should be noted that this 
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process must be accompanied by proper training of industry 
specialists, administration, employees, users and their 
compliance with all established rules. 

The main purpose of the study is to rank certain threats in 
order to establish further costs for ensuring the protecting of 
information in the cybersecurity system.  To do this, we need 
to properly structure our study. The existing literature should 
be reviewed for research. In detail, present the methods used. 
Present the results of the study. Compare the results of the 
study with existing ones on similar topics. Describe the 
findings and further scientific plans on this topic. 

 
2. LITERATURE REVIEW 

 
In general, according to our research agenda, scientists 

agree in the scientific literature that the modern information 
space is affected by a wide variety of threats, the 
implementation of which can lead to extremely negative 
consequences. Therefore, the study of the impact of threats 
on the level of security of systems is an urgent and important 
scientific task, characterized by a high degree of uncertainty 
and the complexity of rigorous formalization [1-3]. 

The rapid development of information technologies and 
their introduction into all spheres of public life determines 
the extreme importance of creating reliable information 
protection systems. The problem of the qualitative 
functioning of these systems, given the emergence of new 
and the growth of the level of existing threats in the 
information space, is becoming increasingly important. 
Moreover, an important practical problem is to establish the 
optimal balance between ensuring the security of the security 
system and the amount of costs for its support, given the 
rational distribution between individual areas of protection. 
In the vast majority of cases, this issue is solved with the help 
of statistical analysis methods that require consideration of a 
significant amount of information, complex calculations, and 
take a long time to process [4-6]. 

As most scientists note [7-9], in today's globalized world, 
information and databases are those unique resources without 
the use and preservation of which it is impossible to exist and 
develop both a modern state, as a socio-political entity, and 
the fulfillment of purely military tasks to preserve 
independence. and defense of the country. According to 
expert circles and analysts from the leading countries of the 
world, the hybrid nature of a modern armed conflict is 
determined precisely by the presence of a powerful 
information and cybernetic component. Access to 
information and protection of management processes are 
becoming the determining factors in achieving political goals 
and the troops of a new victory. 

Most scientists [10-12] describe in the scientific literature, 
the practice that new destructive practices are developing in 
cyberspace, including the criminal use of the Internet 
(cybercrime), espionage for political or economic purposes, 
as well as attacks on critical infrastructure (transport, 
transport communications and etc.) for sabotage purposes. 
Coming from their governments or non-government players, 
these cyber attacks are: not limited by borders or distance; 
are anonymous and it is very difficult to really identify the 
real culprit, often operating under the guise of botnets or 
intermediaries; can be done with relative ease, at little cost or 
risk to the attacker. They aim to jeopardize the smooth 
functioning of information and communication systems used 
by citizens, businesses and administrations, as well as the 

physical integrity of infrastructure, which is critical to 
national security. 

Since we are in our threat ranking study, the literature on 
this topic should be reviewed. In general, scientists agree [11-
13] that threats characterize the possible actions that can be 
taken against the system and can lead to a violation of basic 
services, for example: integrity, confidentiality, availability, 
reliability of information. They appear in different forms. 

There are many cybersecurity threats that, according to 
certain characteristics, belong to one class or another. To 
prevent, eliminate or reduce the impact of these threats, it is 
necessary to analyze them and create a threat model. That is 
why the problem of ranking cybersecurity threats for a 
particular socio-economic system and its information support 
is relevant and kind of new. 

 
3. METHODOLOGY 

 
In the beginning, it should be noted that any important 

scientific research should include a number of well-known 
theoretical methods, without which it is impossible to 
effectively investigate the problem. We also used theoretical 
methods of analysis, synthesis, abstract-logical, etc. All of 
them allowed a better understanding of the subject of 
research, but their detailed description is not necessarily here. 

The main research method is the ranking method using the 
theory of fuzzy relations. The best description of a given 
method is through its practical application. Therefore, the 
work of the method will be presented below in the text of the 
article. 

For our study, a real-life socio-economic system with its 
own cybersecurity system and information security elements 
is needed for a good example of the research results. The 
proposed research methodology will be difficult to present 
only in a theoretical form, which is why it should be applied 
in practice. It should be noted that the choice of Sigma 
Software is presented purely from subjective views, since it 
has all the elements necessary for analysis and meets all the 
parameters. The choice of other socio-economic systems is 
possible in further research. 

Of course, in addition to the methods presented above, an 
expert method was applied with the involvement of experts 
from «Sigma Software» and specialists in information 
security and cybersecurity. All agreed experts were selected 
according to the criteria, however, their evaluation is purely 
subjective in order to help demonstrate the effectiveness of 
the methodology and our study as a whole. 

With the assistance of the expert method, we can identify 
the most important from the subjective point of view of 
experts and our threat to information security in the Sigma 
Software cybersecurity system: natural phenomena and man-
made negative impact (K1); military invasion (K2); terrorist 
impact (K3); industrial espionage (K4); hacker influence (K5); 
insider influence (K6); security of communication channels of 
the socio-economic system (K7); unreliability of the security 
components of service systems (K8); insecurity of databases 
and cloud services (K9); danger of Internet resources (K10); 
malware (K11); DoS attacks (K12). 

But, the question arises what exactly these threats affect in 
the context of the cybersecurity and information protection 
system. Thus, the aforementioned threats are expressed in 
violation of the following Sigma Software information 
security criteria: information availability (C1), information 
integrity (C2), information confidentiality (C3), information 



 

reliability (C4). In total, they form a set of criteria, which we 
denote mathematically as Cj. 

It is µij  that is a value within the corridor interval from 0 to 
1 and will characterize the level of impact of information 
security threats (Ki) determined by the expert method on 
failure to fulfill one of the criteria that were also presented 
above in the text of the methodology (Cj). That is, the 
following equality (1) must be satisfied: 

 

                                                    (1) 
 

The determination of µij will be carried out using the 
method of least impact, the description of which does not 
require detailing, which is well known in econometric 
scientific directions.  
 
4. RESULTS OF RESEARCH  

 
   Thus, we will rank information security threats in the 
cybersecurity system («Sigma Software» based on the 
methods described above. To begin with, we will present the 
initial data for the least impact method according to expert 
comparisons of the impact powers ƒij with the lowest impact 
forces ƒil (Table 1). 

 
Table 1. Initial data for the calculations made 

Ki Сl 
ƒij /ƒil 

C1 C2 C3 C4 

K1 C3 
11
13

=8 12
13

=5 13
13

=1 14
13

=1 

K2 C4 
21
24

=7 22
24

=4 23
24

=5 24
24

=1 

K3 C4 
31
34

=6 32
34

=9 33
34

=2 34
34

=1 

K4 C1 
41
41

=1 42
41

=3 43
41

=9 44
41

=5 

K5 C4 
51
54

=5 52
54

=7 53
54

=6 54
54

=1 

K6 C1 
61
61

=1 62
61

=5 63
61

=7 64
61

=4 

K7 C2 
71
72

=8 72
72

=1 73
72

=5 74
72

=3 

K8 C3 
81
83

=9 82
83

=6 83
83

=1 84
83

=4 

K9 C1 
91
91

=1 92
91

=4 93
91

=3 94
91

=1 

K10 C4 
101
104

=4 102
104

=1 103
104

=5 104
104

=1 

K11 C4 
111
114

=5 112
114

=8 113
114

=6 114
111

=1 

K12 C3 
121
123

=9 122
123

=1 123
123

=1 124
123

=1 

 
By itself, Cj can contain all admissible and possible 

criteria, which, in turn, the threats to the security of 
information defined by us in the cybersecurity system Ki 
have one of the least influences. Then ƒij /ƒil represent a 
comparison of the impact powers ƒij with the lowest impact 
levels ƒil.. 

The next step is to calculate the least possible degree of 
influence of certain threats (Ki) for the information protection 
system in cybersecurity «Sigma Software» (2):  

 

                                                          (2) 
 

Based on this (2) it is easy to calculate the desired degree 
of impact, which will correspond to each of the pairs (Кi ,Cj) 
(3): 
 

                                     (3) 
 
Based on the data from Table 1, we can determine the 

degrees of influence µij, and they in turn form a fuzzy 
relation as such (Table 2). 

 
Table 2. Determination of the degree of impact 

I 
8/15 5/15 1/15 1/15 
7/17 4/17 5/17 1/17 

6/18 9/18 2/18 1/18 

1/18 3/18 9/18 5/18 

5/19 7/19 6/19 1/19 
1/17 5/17 7/17 4/17 

8/17 1/17 5/17 3/17 
9/20 6/20 1/20 4/20 

1/9 4/9 3/9 1/9 
4/11 1/11 5/11 1/11 

 
Thus, Table 2 should be normalized by dividing its 

elements in each row by the maximum of the allowed values 
and we will get Table 3.  

 
Table 3. The ratio normalization 

I 
1,0 0,63 0,13 0,13 
1,0 0,57 0,71 0,14 

0,67 1,0 0,22 0,11 
0,11 0,33 1,0 0,56 
0,71 1,0 0,86 0,14 
0,14 0,71 1,0 0,57 
1,0 0,13 0,63 0,38 
1,0 0,67 0,11 0,44 

0,25 1,0 0,75 0,25 

0,8 0,2 1,0 0,2 

 
The next step involves the definition of a fuzzy similarity 

relation, which should be formed from the set of values of the 
very degree of similarity (  rij ) (4): 
 

                                                                    (4) 
 



 

It should be noted that rij =1-dij should hold, where dij is a 
kind of distance between the fuzzy set of threat impacts Ki 
and Kj (5):  

 

                                                      (5) 
 
Next, use the relative Euclid (dij

(e)) and Hamming (dij
(h)) to 

calculate dij (6): 
 

                                                           (6) 
 
Let's present the completed matrix of the fuzzy similarity 

relation with the corresponding properties of reflectivity and 
symmetry inherent in the research methodology (Table 4). 

 
Table 4.  Filled matrix of fuzzy relation of similarity 

R 
1 0.84 0.81 0.38 0.65 0.44 0.69 0.91 0.53 0.61 0.59 0.86 

0.84 1 0.68 0.54 0.76 0.57 0.81 0.75 0.67 0.76 0.76 0.73 
0.81 0.68 1 0.38 0.82 0.48 0.53 0.72 0.73 0.55 0.85 0.67 
0.38 0.54 0.38 1 0.54 0.88 0.59 0.44 0.66 0.7 0.53 0.39 
0.65 0.76 0.82 0.54 1 0.64 0.59 0.58 0.83 0.73 0.95 0.51 
0.44 0.57 0.48 0.88 0.64 1 0.5 0.52 0.76 0.61 0.63 0.3 
0.69 0.81 0.53 0.59 0.59 0.5 1 0.72 0.53 0.76 0.6 0.8 
0.91 0.75 0.72 0.44 0.58 0.52 0.72 1 0.52 0.55 0.59 0.78 
0.53 0.67 0.73 0.66 0.83 0.76 0.53 0.52 1 0.59 0.87 0.39 
0.61 0.76 0.55 0.7 0.73 0.61 0.76 0.55 0.59 1 0.68 0.68 
0.59 0.76 0.85 0.53 0.95 0.63 0.6 0.59 0.87 0.68 1 0.52 
0.86 0.73 0.67 0.39 0.51 0.3 0.8 0.78 0.39 0.68 0.52 1 

 
 
One of our tasks is to divide the selected set of threats into 

classes that, under no circumstances, do not intersect, but, in 
addition, must contain elements that are similar in degree of 
impact. To do this, let's give the original similarity relation R 
the so-called transitivity property. The calculation takes place 
through the maximum product of the corresponding matrices 
through the corresponding calculations. As a result, we get 
table 5 for R2 , R3  , R4. 
 

Table 5. The results of the calculations for R2 , R3  , R4 
R2 

1 0.84 0.81 0.61 0.81 0.64 0.81 0.91 0.73 0.76 0.81 0.86 
0.84 1 0.81 0.7 0.76 0.67 0.76 0.84 0.76 0.76 0.76 0.84 
0.81 0.81 1 0.66 0.85 0.73 0.85 0.81 0.85 0.73 0.85 0.81 
0.61 0.7 0.66 1 0.7 0.88 0.7 0.59 0.76 0.7 0.68 0.68 
0.81 0.76 0.85 0.7 1 0.76 1 0.75 0.87 0.76 0.95 0.73 
0.64 0.67 0.73 0.88 0.76 1 0.61 0.59 0.76 0.7 0.76 0.61 
0.81 0.81 0.72 0.7 0.76 0.61 0.59 0.78 0.67 0.76 0.76 0.8 
0.91 0.84 0.81 0.59 0.75 0.59 0.76 1 0.72 0.75 0.75 0.86 
0.73 0.76 0.85 0.76 0.87 0.76 0.67 0.72 1 0.73 0.87 0.67 
0.76 0.76 0.73 0.7 0.76 0.7 0.76 0.75 0.73 1 0.76 0.76 
0.81 0.76 0.85 0.68 0.95 0.76 0.76 0.75 0.87 0.76 1 0.73 
0.86 0.84 0.81 0.68 0.73 0.61 0.8 0.86 0.67 0.76 0.73 1 

R3 
1,0 0,84 0,81 0,7 0,81 0,73 0,81 0,91 0,81 0,76 0,81 0,86 

0,84 1,0 0,81 0,7 0,81 0,76 0,81 0,84 0,76 0,76 0,81 0,84 
0,81 0,81 1,0 0,73 0,85 0,76 0,81 0,81 0,85 0,76 0,85 0,81 
0,7 0,7 0,73 1,0 0,76 0,88 0,7 0,7 0,76 0,7 0,76 0,7 

0,81 0,81 0,85 0,76 1,0 0,76 0,76 0,81 0,87 0,76 0,95 0,81 
0,73 0,76 0,76 0,88 0,76 1,0 0,7 0,72 0,76 0,73 0,76 0,68 
0,81 0,81 0,81 0,7 0,76 0,7 1,0 0,81 0,76 0,76 0,76 0,81 
0,91 0,84 0,81 0,7 0,81 0,72 0,81 1,0 0,75 0,76 0,81 0,86 
0,81 0,76 0,85 0,76 0,87 0,76 0,76 0,75 1,0 0,76 0,87 0,73 
0,76 0,76 0,76 0,7 0,76 0,73 0,76 0,76 0,76 1,0 0,76 0,76 
0,81 0,81 0,85 0,76 0,95 0,76 0,76 0,81 0,87 0,76 1,0 0,81 
0,86 0,84 0,81 0,7 0,81 0,68 0,81 0,86 0,73 0,76 0,81 1,0 

R4 

1,0 0,84 0,81 0,73 0,81 0,76 0,81 0,91 0,81 0,76 0,81 0,86 
0,84 1,0 0,81 0,76 0,81 0,76 0,81 0,84 0,81 0,76 0,81 0,84 
0,81 0,81 1,0 0,76 0,85 0,76 0,81 0,81 0,85 0,76 0,85 0,81 
0,73 0,76 0,76 1,0 0,76 0,88 0,7 0,72 0,76 0,73 0,76 0,7 
0,81 0,81 0,85 0,76 1,0 0,76 0,81 0,81 0,87 0,76 0,95 0,81 
0,76 0,76 0,76 0,88 0,76 1,0 0,76 0,75 0,76 0,76 0,76 0,73 
0,81 0,81 0,81 0,7 0,81 0,76 1,0 0,81 0,76 0,76 0,81 0,81 
0,91 0,84 0,81 0,72 0,81 0,75 0,81 1,0 0,81 0,76 0,81 0,86 
0,81 0,81 0,85 0,76 0,87 0,76 0,76 0,81 1,0 0,76 0,87 0,81 
0,76 0,76 0,76 0,73 0,76 0,76 0,76 0,76 0,76 1,0 0,76 0,76 
0,81 0,81 0,85 0,76 0,95 0,76 0,81 0,81 0,87 0,76 1,0 0,81 
0,86 0,84 0,81 0,7 0,81 0,73 0,81 0,86 0,81 0,76 0,81 1,0 

 
 
Let's do the same for R5 , R6 (Table 6). 
 

Table 6. The results of the calculations for R5 , R6 
R5 

1,0 0,84 0,81 0,76 0,81 0,76 0,81 0,91 0,81 0,76 0,81 0,86 
0,84 1,0 0,81 0,76 0,81 0,76 0,81 0,84 0,81 0,76 0,81 0,84 
0,81 0,81 1,0 0,76 0,85 0,76 0,81 0,81 0,85 0,76 0,85 0,81 
0,76 0,76 0,76 1,0 0,76 0,88 0,76 0,75 0,76 0,76 0,76 0,73 
0,81 0,81 0,85 0,76 1,0 0,76 0,81 0,81 0,87 0,76 0,95 0,81 
0,76 0,76 0,76 0,88 0,76 1,0 0,76 0,76 0,76 0,76 0,76 0,76 
0,81 0,81 0,81 0,76 0,81 0,76 1,0 0,81 0,81 0,76 0,81 0,81 
0,91 0,84 0,81 0,75 0,81 0,76 0,81 1,0 0,81 0,76 0,81 0,86 
0,81 0,81 0,85 0,76 0,87 0,76 0,81 0,81 1,0 0,76 0,87 0,81 
0,76 0,76 0,76 0,76 0,76 0,76 0,76 0,76 0,76 1,0 0,76 0,76 
0,81 0,81 0,85 0,76 0,95 0,76 0,81 0,81 0,87 0,76 1,0 0,81 
0,86 0,84 0,81 0,73 0,81 0,76 0,81 0,86 0,81 0,76 0,81 1,0 

R6 
1.0 0.84 0.81 0.76 0.81 0.76 0.81 0.91 0.81 0.76 0.81 0.86 

0.84 1.0 0.81 0.76 0.81 0.76 0.81 0.84 0.81 0.76 0.81 0.84 
0.81 0.81 1.0 0.76 0.85 0.76 0.81 0.81 0.85 0.76 0.85 0.81 
0.76 0.76 0.76 1.0 0.76 0.88 0.76 0.76 0.76 0.76 0.76 0.76 
0.81 0.81 0.85 0.76 1.0 0.76 0.81 0.81 0.87 0.76 0.95 0.81 
0.76 0.76 0.76 0.88 0.76 1.0 0.76 0.76 0.76 0.76 0.76 0.76 
0.81 0.81 0.81 0.76 0.81 0.76 1.0 0.81 0.81 0.76 0.81 0.81 
0.91 0.84 0.81 0.76 0.81 0.76 0.81 1.0 0.81 0.76 0.81 0.86 
0.81 0.81 0.85 0.76 0.87 0.76 0.81 0.81 1.0 0.76 0.87 0.81 
0.76 0.76 0.76 0.76 0.76 0.76 0.76 0.76 0.76 1.0 0.76 0.76 
0.81 0.81 0.85 0.76 0.95 0.76 0.81 0.81 0.87 0.76 1.0 0.81 
0.86 0.84 0.81 0.76 0.81 0.76 0.81 0.86 0.81 0.76 0.81 1.0 

 
 
 
Our calculations led to the fact that R3 = R4…..= Rn . Thus, 

the ratio R will be in the following form (7): 
 

                               (7) 
 
Next, the ranks of threats to information security in the 

cybersecurity system should be determined (
).Everything is simple. The value of the rows from table 3 
should be summed up, and we will find the ranks of the 
threats: ρ1=1.89; ρ2=ρ6=2.42; ρ3=ρ4=2; ρ5=2.71; ρ7=2.14; 
ρ8=2.22; ρ9=2.25; ρ10=2.2; ρ11=2.51; ρ12=1.33.  

By itself, we arrange the fuzzy relation R according to α - 
levels and get (8): 

 

   (8) 
 
Level α relations with graphs  graphs are presented in 

Table 7. 
 
 
 
 

 
Table 7.  Level α relations with graphs   

α Rα Graph 



 

0.76 

1 1 1 1 1 1 1 1 1 1 1 1 
1 1 1 1 1 1 1 1 1 1 1 1 
1 1 1 1 1 1 1 1 1 1 1 1 
1 1 1 1 1 1 1 1 1 1 1 1 
1 1 1 1 1 1 1 1 1 1 1 1 
1 1 1 1 1 1 1 1 1 1 1 1 
1 1 1 1 1 1 1 1 1 1 1 1 
1 1 1 1 1 1 1 1 1 1 1 1 
1 1 1 1 1 1 1 1 1 1 1 1 
1 1 1 1 1 1 1 1 1 1 1 1 
1 1 1 1 1 1 1 1 1 1 1 1 
1 1 1 1 1 1 1 1 1 1 1 1  

0.81 

1 1 1 0 1 0 1 1 1 0 1 1 
1 1 1 0 1 0 1 1 1 0 1 1 
1 1 1 0 1 0 1 1 1 0 1 1 
0 0 0 1 0 1 0 0 0 0 0 0 
1 1 1 0 1 0 1 1 1 0 1 1 
0 0 0 1 0 1 0 0 0 0 0 0 
1 1 1 0 1 0 1 1 1 0 1 1 
1 1 1 0 1 0 1 1 1 0 1 1 
1 1 1 0 1 0 1 1 1 0 1 1 
0 0 0 0 0 0 0 0 0 1 0 0 
1 1 1 0 1 0 1 1 1 0 1 1 
1 1 1 0 1 0 1 1 1 0 1 1  

0.84 

1 1 0 0 0 0 0 1 0 0 0 1 
1 1 0 0 0 0 0 1 0 0 0 1 
0 0 1 0 1 0 0 0 1 0 1 0 
0 0 0 1 0 1 0 0 0 0 0 0 
0 0 1 0 1 0 0 0 1 0 1 0 
0 0 0 1 0 1 0 0 0 0 0 0 
0 0 0 0 0 0 1 0 0 0 0 0 
1 1 0 0 0 0 0 1 0 0 0 1 
0 0 1 0 1 0 0 0 1 0 1 0 
0 0 0 0 0 0 0 0 0 1 0 0 
0 0 1 0 1 0 0 0 1 0 1 0 
1 1 0 0 0 0 0 1 0 0 0 1  

0.85 

1 0 0 0 0 0 0 1 0 0 0 1 
0 1 0 0 0 0 0 0 0 0 0 0 
0 0 1 0 1 0 0 0 1 0 1 0 
0 0 0 1 0 1 0 0 0 0 0 0 
0 0 1 0 1 0 0 0 1 0 1 0 
0 0 0 1 0 1 0 0 0 0 0 0 
0 0 0 0 0 0 1 0 0 0 0 0 
1 0 0 0 0 0 0 1 0 0 0 1 
0 0 1 0 1 0 0 0 1 0 1 0 
0 0 0 0 0 0 0 0 0 1 0 0 
0 0 1 0 1 0 0 0 1 0 1 0 
1 0 0 0 0 0 0 1 0 0 0 1  

0.86 

1 0 0 0 0 0 0 1 0 0 0 1 
0 1 0 0 0 0 0 0 0 0 0 0 
0 0 1 0 0 0 0 0 0 0 0 0 
0 0 0 1 0 1 0 0 0 0 0 0 
0 0 0 0 1 0 0 0 1 0 1 0 
0 0 0 1 0 1 0 0 0 0 0 0 
0 0 0 0 0 0 1 0 0 0 0 0 
1 0 0 0 0 0 0 1 0 0 0 1 
0 0 0 0 1 0 0 0 1 0 1 0 
0 0 0 0 0 0 0 0 0 1 0 0 
0 0 0 0 1 0 0 0 1 0 1 0 
1 0 0 0 0 0 0 0 0 0 0 1  

0.87 

1 0 0 0 0 0 0 1 0 0 0 0 
0 1 0 0 0 0 0 0 0 0 0 0 
0 0 1 0 0 0 0 0 0 0 0 0 
0 0 0 1 0 1 0 0 0 0 0 0 
0 0 0 0 1 0 0 0 1 0 1 0 
0 0 0 1 0 1 0 0 0 0 0 0 
0 0 0 0 0 0 1 0 0 0 0 0 
1 0 0 0 0 0 0 1 0 0 0 0 
0 0 0 0 1 0 0 0 1 0 1 0 
0 0 0 0 0 0 0 0 0 1 0 0 
0 0 0 0 1 0 0 0 1 0 1 0 
0 0 0 0 0 0 0 0 0 0 0 1  

0.88 

1 0 0 0 0 0 0 1 0 0 0 0 
0 1 0 0 0 0 0 0 0 0 0 0 
0 0 1 0 0 0 0 0 0 0 0 0 
0 0 0 1 0 1 0 0 0 0 0 0 
0 0 0 0 1 0 0 0 0 0 1 0 
0 0 0 1 0 1 0 0 0 0 0 0 
0 0 0 0 0 0 1 0 0 0 0 0 
1 0 0 0 0 0 0 1 0 0 0 0 
0 0 0 0 0 0 0 0 1 0 0 0 
0 0 0 0 0 0 0 0 0 1 0 0 
0 0 0 0 1 0 0 0 0 0 1 0 
0 0 0 0 0 0 0 0 0 0 0 1  

0.91 

1 0 0 0 0 0 0 1 0 0 0 0 
0 1 0 0 0 0 0 0 0 0 0 0 
0 0 1 0 0 0 0 0 0 0 0 0 
0 0 0 1 0 0 0 0 0 0 0 0 
0 0 0 0 1 0 0 0 0 0 1 0 
0 0 0 0 0 1 0 0 0 0 0 0 
0 0 0 0 0 0 1 0 0 0 0 0 
1 0 0 0 0 0 0 1 0 0 0 0 
0 0 0 0 0 0 0 0 1 0 0 0 
0 0 0 0 0 0 0 0 0 1 0 0 
0 0 0 0 1 0 0 0 0 0 1 0 
0 0 0 0 0 0 0 0 0 0 0 1  

0.95 

1 0 0 0 0 0 0 0 0 0 0 0 
0 1 0 0 0 0 0 0 0 0 0 0 
0 0 1 0 0 0 0 0 0 0 0 0 
0 0 0 1 0 0 0 0 0 0 0 0 
0 0 0 0 1 0 0 0 0 0 1 0 
0 0 0 0 0 1 0 0 0 0 0 0 
0 0 0 0 0 0 1 0 0 0 0 0 
0 0 0 0 0 0 0 1 0 0 0 0 
0 0 0 0 0 0 0 0 1 0 0 0 
0 0 0 0 0 0 0 0 0 1 0 0 
0 0 0 0 1 0 0 0 0 0 1 0 
0 0 0 0 0 0 0 0 0 0 0 1  

1 

1 0 0 0 0 0 0 0 0 0 0 0 
0 1 0 0 0 0 0 0 0 0 0 0 
0 0 1 0 0 0 0 0 0 0 0 0 
0 0 0 1 0 0 0 0 0 0 0 0 
0 0 0 0 1 0 0 0 0 0 0 0 
0 0 0 0 0 1 0 0 0 0 0 0 
0 0 0 0 0 0 1 0 0 0 0 0 
0 0 0 0 0 0 0 1 0 0 0 0 
0 0 0 0 0 0 0 0 1 0 0 0 
0 0 0 0 0 0 0 0 0 1 0 0 
0 0 0 0 0 0 0 0 0 0 1 0 
0 0 0 0 0 0 0 0 0 0 0 1  

 



As a result, we have the fact that the ratio α-level forms 
the classes of information protection threats in the cyber 
security system that are equivalent in importance to us (Table 
8). 

 

 
 

 
 

Table 8.  Threat classes are equivalent in weight 

Level № Threat classes 

α = 0,76 1 K1, K2, K3, K4, K5, K6, K7, K8, K9, K10, K11, K12 

α = 0,81 2 K1, K2, K3, K4, K5, K6, K7, K8, K9, K11, K12,  
K10 

α = 0,84 3 K1, K2, K3, K4, K5, K6, K8, K9, K11, K12 
K7, K10 

α = 0,85 4 K1, K3, K4, K5, K6, K8, K9, K11, K12 
K2, K7, K10 

α = 0,86 5 K1, K4, K5, K6, K8, K9, K11, K12 
K2, K3, K7, K10 

α = 0,87 6 K1, K4, K5, K6, K8, K9, K11 
K2, K3, K7, K10, K12 

α = 0,88 7 K1, K5, K6, K8, K11 
K2, K3, K4, K7, K9, K10, K12 

α = 0,91 9 K1, K5, K8, K11 
K2, K3, K4, K6,K7, K9, K10, K12 

α = 0,95 11 
 K5, K11 

K1, K2, K3, K4, K6,K7, K8, K9, K10, 
K12 

α = 1 12 K1, K2, K3, K4, K5, K6,K7, K8, K9, 
K10, K11, K12 

 
On fig. 1 we will reflect the decomposition tree of the set 

of threats to information in the cybersecurity system chosen 
by us for research, the socio-economic system, into non-
overlapping equivalence classes. 

According to the results presented in Fig. 1, we can note 
that with the maximum certainty (which is equal to 1), each 
information threat in the cybersecurity system constitutes a 
universal weight cluster. At the same time, taking into 
account quantitative estimates of the significance of threats, 
we will choose the level of uncertainty α = 0,95, since it is at 
this level that all threats do not differ in ranks. At this level of 
uncertainty, we get: ρ1=1.89; ρ2=ρ6=2.42; ρ3=ρ4=2; ρ7=2.14; 
ρ8=2.22; ρ9=2.25; ρ10=2.2; ρ12=1.33. ρ5=ρ11=2.61. 

At the same time, let S0 imagine the costs of ensuring the 
protection of information in the «Sigma Software» 

cybersecurity system, which are acceptable and possible. In 
this case, these costs should be divided in proportion to 
certain ranks of cybersecurity threats (9): 

 

    (9) 
 
Otherwise, we denote by λ0 the level of permissible 

intensity of the reduction of the information security system 
«Sigma Software» (10): 

 

 (10) 



 
 

Figure 1. Decomposition Tree of the Set of Information Threats in the «Sigma Software» Cybersecurity System into Equivalence 
Classes 

 
So, the results of the study made it possible to rank the 

information security threats identified for the article in the 
cybersecurity system of the object we have chosen («Sigma 
Software»). In general, this made it possible to determine the 
permissible intensity of reducing the level of information 
security in the Sigma Software cybersecurity system. In 
addition, the costs of ensuring the security of information in 
the «Sigma Software» cybersecurity system were also 
determined. The practical effect will be that this can 
contribute to the timely introduction of effective mechanisms 
to counter threats, the rational redistribution of forces and 
means to neutralize them. 

 
 
5. DISCUSSIONS 
 

We should discuss the differences between the results of 
our study and similar ones. Firstly, for example, some 
scientists [14-16] consider methods for assessing the impact 
of threats on the level of cybersecurity associated with 

qualitative, quantitative and mixed assessment of information 
risks. Highlight their advantages and disadvantages. A 
number of models are considered for assessing the risks of a 
cybersecurity system based on fuzzy logic. As a result, it is 
established that most of the above methods and models 
require complex calculations and a long time to process the 
necessary data, while risk assessment is most often carried 
out only to the level of assets, and their impact on the 
functioning of the system under study is not taken into 
account. But our study does not focus on the analysis of all 
existing methods, but uses one, specific methodological 
approach for one, specific socio-economic system and its 
cybersecurity. 

Other scientists, in similar studies, propose [17] a model 
for assessing the level of information security based on a 
cognitive approach that simplifies calculations and reduces 
the processing time of incoming information. Others [18] 
improve the visibility of the input data to ensure 
cybersecurity protection. Scenario modeling is carried out, as 
a result of which the level of security of the system itself is 



 

determined [19-20]. However, in our case, the focus is on 
ranking information threats in the cybersecurity system in 
order to determine the level of protection and the costs of this. 

 
6. CONCLUSIONS 

 
Summing up the results of our study, the ranking of 

information threats in the cybersecurity system of a single 
object selected for research was carried out using the theory 
of fuzzy relations. On the basis of certain ranks, the set of 
threats is divided into classes that do not intersect and are 
equivalent to weight. To ensure the security of the systems 
under study, the distribution of allowable costs in proportion 
to the ranks of threats is proposed, which will contribute to 
the rational use of resources and means to prevent, eliminate 
or reduce the impact of possible cybersecurity threats. In 
addition, based on the ranking of threats, the permissible 
intensity of reducing the level of protection of the 
cybersecurity system was determined, which will allow 
timely implementation of effective mechanisms to counter 
threats, rationally redistribute forces and means to neutralize 
them. 

It should be noted that the results obtained allow us to 
predict the development of the situation in order to make 
timely and effective management decisions aimed at 
increasing the security of the information itself in the 
cybersecurity system. 

In the future, more complex socio-economic systems and 
their cybersecurity should be chosen to apply the 
methodological approach proposed in the article. In addition, 
it is necessary to conduct a dynamic temporal analysis of the 
influence of the factors of threats defined in this article on the 
level of information security for a single object (socio-
economic system). Attention should be paid to determining 
the influence of the most significant concepts of a fuzzy 
cognitive map on the security of information as such in the 
cybersecurity system of the selected object. The results of 
which make it possible to determine and compare the levels 
of influence of the studied threats on the security of a given 
object at different points in time. 
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