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STUDY OF THE PECULIARITIES OF USING STEM EDUCATION
IN SCHOOLS AND UNIVERSITIES OF UKRAINE

Lubko D., di75ma@gmail.com, Velychko S., Meleshko.sofia.work@gmail.com

Dmytro Motornyi Tavria State Agrotechnological University

STEM (Science, Technology, Engineering and Mathematics) is an approach to organising the
learning process that combines science, technology, engineering and mathematics. The STEM
approach to education was first proposed in 2001 by scientists from the US National Science
Foundation. The methodology has been actively studied in many countries, implemented in leading
European schools, and is now being actively implemented in Ukraine.

STEM education has many advantages [1-5]. Namely:

A) Development of critical thinking. STEM education teaches students to analyse problems,
look for solutions and solve complex problems, which contributes to the development of critical
thinking and logical reasoning.
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B) Stimulating innovation. STEM knowledge helps to stimulate innovation, as it creates the
basis for new technologies, inventions and scientific discoveries.

C) Economic development. Countries with strong STEM education have an advantage in the
global economy as they generate innovation, competitiveness and the development of new
industries.

D) Development of technological skills. Pupils and students studying STEM learn the skills of
working with computers, programming, inventing and problem-solving, which are important in the
modern world.

E) Global problem solving. STEM knowledge can help solve global problems such as climate
change, energy efficiency, medical research and other challenges.

E) Increased career opportunities. Pupils and students with a STEM education have more
career opportunities as the demand for specialists in these fields is constantly growing.

X) Preparation for future work. The modern labour market requires high-level skills in STEM
fields, so education in these fields prepares students for future work using the latest technologies
and methods.

H) Promoting equality. Getting more people involved in STEM education can promote
equality, as it opens the door for different groups to participate in science and technology.

I) Increased resilience to stress. Studying STEM subjects helps pupils and students to develop
the ability to work in times of challenge and stress, which is beneficial for their further personal and
professional development.

K) Environmental aspects. STEM knowledge can contribute to the preservation of the
environment through the development and application of environmentally friendly technologies and
production methods.

L) Stimulating engineering thought. STEM education supports the development of
engineering thought, which is important for inventions and the improvement of technologies in
various spheres of life.

M) Development of communication skills. Pupils and students studying STEM have the
opportunity to work in teams, discuss ideas and communicate with colleagues, which helps to
develop their communication skills, which will be needed later in life.

M) Health promotion. Certain aspects of STEM, such as physical activity in various scientific
studies or the development of medical technologies, can contribute to the preservation of health and
improve the quality of life.

O) Development of creative abilities. STEM education promotes the development of students'
creativity - it requires finding new ways to solve problems and create new ideas.

O) Supporting global security. STEM education helps to develop new technologies and
methods to ensure national and global security, for example, in the areas of cybersecurity, medical
research and energy.

At the same time, the use of STEM education in schools and universities in Ukraine has its
difficulties and shortcomings [1-5]. Namely:

1. High demandingness. STEM subjects can be extremely demanding and require a great deal
of time and effort from students to understand complex concepts and tasks.

2. Lack of qualified teachers. The lack of qualified teachers in STEM can be an obstacle to
quality teaching of these subjects, especially in school education.

3. Insufficient availability of equipment and resources. Some schools and universities may
have limited access to modern equipment and technology, which makes it difficult to conduct
practical classes and experiments.

4. Barriers to inclusion in the subject. Some students may experience psychological or socio-
cultural barriers to inclusion in STEM environments, which can lead to feelings of alienation or lack
of confidence in themselves and their knowledge.

5. Unconscious stereotypes. Old stereotypes can make it difficult for different groups of
students (e.g. girls or minorities) to enter STEM fields, leading to inequalities in the representation
of their skills and opportunities.
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6. A large amount of theory. STEM curricula often contain a lot of theory, which can be
difficult for learners who prefer hands-on activities to grasp and absorb.

7. Failure to address soft skills. While STEM education typically focuses on technical and
scientific aspects, it may not pay enough attention to the development of soft skills such as
communication, creativity and critical thinking.

8. Fragmentation of knowledge. In STEM education, knowledge fragmentation can occur
when pupils and students are taught separate concepts and skills without the opportunity to integrate
them and apply them in real-life situations.

9. Lack of motivation. Some students may feel unmotivated to study STEM subjects because
they feel that the material is irrelevant or difficult.

10. Heterogeneity of programmes. Different schools and countries may have different STEM
programmes, leading to inequalities in the level of preparation and accessibility for students.

11. Insufficient integration of interdisciplinary knowledge. An important aspect of STEM is
the integration of different scientific fields, but some programmes may not be sufficiently balanced
in this regard.

12. Lack of support from parents and society. In many cases, parents and society may
underestimate the importance of STEM education or give preference to other areas of study.

13. High cost of education. Receiving a quality STEM education can be expensive for students
and their families due to the high cost of materials, equipment and additional training courses.

14. Challenges in preparing school teachers or university lecturers. Preparing teachers to teach
STEM subjects can be challenging and require significant effort on the part of educational
institutions and organisations.

15. The need for constant updating of curricula and methods. The rapid pace of technological
development and scientific discoveries requires constant updating of curricula and methods, which
is a challenge for educational institutions and teachers.

Understanding these complexities helps to develop strategies to improve STEM education and
ensure that it is accessible and effective for all pupils or students.

STEM education is essentially a sequence of courses or study programmes that prepares
school and university students for successful employment and post-secondary education, and
requires different and more technically complex skills, including the use of mathematical knowledge
and scientific concepts. To provide STEM education, schools or universities can offer various
scientific clubs, such as Intelligent Systems, Robotics School, etc. In the classes of these clubs,
students (higher education students) will gain and deepen their knowledge of mathematics, physics,
programming, electronics, learn to analyse, actively seek solutions to problem situations,
successfully work in a team, develop creative and design abilities, and communication skills. All
this can be organised using various ready-made construction Kits. For example, the Arduino
platform allows you to assemble models of Smart Systems, Smart Homes, or Smart Greenhouses on
your own. This requires the appropriate skills and experience of teachers to give useful advice and
assistance to pupils and students in these classes.

As a rule, children's participation in such scientific clubs is completely free for everyone and
is held in their free time after school or university. In the future, for a better and more complex
mastery of STEM education, you can add the development of devices that use computer vision,
speech analysis, artificial intelligence or neural networks to the curriculum. But this requires better,
deeper knowledge of both children and teachers. It also requires significantly more financial
resources. Also, based on the results of the work of such clubs, for example, students can make
presentations at student conferences or subject competitions and share their achievements and
projects. And schoolchildren can participate in conferences with reports from the Junior Academy
of Sciences, etc.

Conclusions. Currently, special attention is focused on STEM education for schoolchildren
and students as a useful and powerful means of acquiring new skills and gaining practical
experience. All of this is very important for the development of a young, modern and active person
who plans to fulfil themselves and find a high-paying job in the future.
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And the main advantage of STEM education for schoolchildren and students is their
preparation for real life. At the last World Economic Forum in Davos, one of the central topics was
the dramatic change in the labour market. About 60% of current human professions can be replaced
by robots, which is a huge challenge for humanity. And the STEM approach allows children to
develop flexibility and critical, practical thinking. The ability to learn and embrace change comes to
the fore, rather than the knowledge itself, which is now becoming outdated at an incredible rate.
This gives parent’s confidence in the future of their children, because after using STEM teaching,
children will have a deep understanding of how to live in today's dynamic and frantic world.
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ANALYSIS OF THE PRINCIPLES OF PROTECTION OF CONFIDENTIAL
AND PRIVATE INFORMATION TO ENSURE THE SECURITY
OF ORGANIZATIONS AND PEOPLE
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Dmytro Motornyi Tavria State Agrotechnological University

Data protection is a set of methods and tools that ensure the integrity, confidentiality and
availability of information in the face of natural or artificial threats, the implementation of which
may cause damage to the owners and users of information.

The basic principles of information and data protection include [1-5]:

1. Network segmentation. Dividing the network into segments helps limit the spread of
possible threats, thus preserving important resources and private data.

2. Protection against intrusions. Use of firewalls, detection systems and other means to detect
and block unauthorised intrusions.

3. Protection against malicious software. Installing anti-virus software and other security tools
aimed at detecting and removing malware.

4. Data encryption. The use of encryption to protect confidential information to prevent
unauthorised persons from accessing it.

5. Password and identification security. Use strong passwords, two-factor authentication and
other methods to prevent unauthorised access to systems.

6. Security audit. Conducting a systematic audit and vulnerability assessment to identify
potential security issues and vulnerabilities.
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